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1. Overall Description:

SA3 thank SA2 for the LS (S2-1812607/S3-190042) on the security aspects of UE Capability ID.
In their LS, SA2 ask SA3 the following question about the various solution proposal for the format of the UE Capability ID:

“SA2 respectfully asks SA3 to provide feedback on whether there are security issues with sending the UE Capability ID as cleartext for each of the UE Capability ID formats listed above.”

SA3 would like to provide the following response for all formats. By as cleartext, SA3 assume SA2 mean unprotected, e.g. not ciphered or integrity protected. There are two immediate security observations to make. Firstly, that but not integrity protecting the UE Capability ID there is a risk of an attacker manipulating this and the network believing the UE has different capabilities. This may lead to for example the UE receiving worse service than it might have otherwise. Secondly, all IEs should be encrypted if they are not needed before security activation. This prevents any unnecessary leaking of data which may incur a privacy risk to the UE.
As SA3 is not aware that the UE Capability ID is needed before security activation, then SA3 concludes that the UE Capability ID should be sent ciphered and integrity protected.
2. Actions:

To SA2 group.

ACTION: 
SA3 asks SA2 to take the above response into account. 
3. Date of Next TSG-SA WG3 Meetings:
SA3#95
6-10 May 2019



TBD

SA3#95 Ad-Hoc
24-28 June 2019


Sapporo (Japan)
�PAGE \# "'Page: '#'�'"  ��to be removed when LS is approved





